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| am Sooyoung Cha

* Research Areas: software engineering.
— Data-driven software testing.
— Publications: top-venues in software engineering.
* ICSE’18,ASE’ |8, FSEH9?
* Enjoy presenting a talk.

— Apr. 2018. Oxford Univ @UK
— Jun.2018.ICSE’ I8 @Sweden
— Sep.2018.ASE’ I8 @France




Software Analysis Lab (SAL)

* Goal: Automated programming / testing / debugging

[Spec ]_>[ SW ]_>[ Failures ]_>[ SW ]
(buggy) (safe)

programming testing debugging
(manual) (manual) (manual)
Program Synthesis Program Analysis Program Repair
PAT (I|CAI'I8) ParaDySE (ICSE’18) MemFix (FSE’[8)

FixML(OOPSLA'’I8) ConTest (ASE’18)

http://prl.korea.ac.kr



Today’s Talk

* Concolic Testing (Dynamic Symbolic Execution)

— An effective software testing method.

— Concrete and Symbolic executions.

* Open-Source Tool:

— A state-of-the-art technique.

— Parametric Dynamic Symbolic Execution. |



Today’s Talk

* Concolic Testing (Dynamic Symbolic Execution)

— An effective software testing method.

— Concrete and Symbolic executions.

* Open-Source Tool: ParaDySE

— A state-of-the-art technique.

— Parametric Dynamic Symbolic Execution. {

(https://github.com/kupl/ParaDySE)




loTcube

* Web service implementation (Users: 10,851)
— Discovered security vulnerabilities in loT devices.

— Implemented our technique on ctest in loTcube.

Statistics ~ Downloads ~ Update  User Guide

G

Development of Vulnerability Analysis Technologies for IoT Software
Buildilng. S;I(stem:_il:ic.verir:icatit:ln :f IoT softv!fare ‘ SECURITY EXPERTS ARE
an analysis vulnerabilities through the integration o ALWAYS WITH YOU
platform automated analysis technologies

loTcube provides easy-to-use analysis for discovering
security vulnerabilities in loT devices.

Black V (=)
Blackbox Testing Whitebox Testing Network Testing
Avulnerability analysis based on dynamic Avulnerability analysis based on static An automated analysis for network code
. . blackbox testing and automated whitebox testing and automated and protocol vulnerabilities
Development of a vulnerability Development of a vulnerability Development of an automated ificati ificai
analysis tool based on analysis tool based on analysis tool for I
dynamic black-box testing static white-box testing network code and
& automated verification & automated verification protocol vulnerabilities

Please Choose The Testing Type.

Center for Software Security and Assurance

(https://iotcube.korea.ac.kr)
(CSSA)
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Software Testing

* Motivation: Unsafe Software

— Software failures everywhere

[1996] The Arian-5 rocket failure. [2010] Accident in [2014] HeartBleed.
Cost: 10 years and $8 billion. radiation therapy system.  Cost: 600,000 vulnerable
Cost: 2| patients died. servers.



Concolic Testing

* An effective software testing method.

— Combine concrete and symbolic executions.

— Enhance random testing.

e Goal

— Improve code coverage in a limited budget.

— Find software vulnerability.
;
* SAGE: Find 30% of all Windows 7 security bugs.

I =
whGee AL o] N siE TRILON

yyyyyyyyyyyyyyyyyyyyy
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Limitation of Random Testing

int twice (int v) {
return 2 X v;
}

void main (int x, int'y) {
z = twice (Yy);
if (z==x) {

if (x>y+10) {

error;
}

}
}

* Probability of the error?

(1< x,y <100)

10



Limitation of Random Testing

int twice (int v) {
return 2 X v;

}
void main (int x, int'y) {
z = twice (Yy);
if (z==x){
if (x>y+10) {
error;
}
}

}

* Probability of the error?
(1< x,y <100)

0.4 %

— Random testing requires 250 runs.

— Concolic testing finds it in 3 runs.
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Concolic Testing

: . Concrete Symbolic
int twice (int v) { State State
return 2 X v; = =
}
void main (int %, int y) {
- x=22,y=7 X=0a,y =
z = twice (y);
PathCond (PC): true
if (z==x){
if (x>y+10) {
error,; Initial Random Input
) x=22,y=7

| st iteration

12



}

Concolic Testing

int twice (int v) { Cosrxtczete
return 2 X v; ae
void main (int x, int y) {
z = twice (y); x=22,y=7,
- z= 14
if (z==x){
if (x> y+10) {
error;
}
}

| st iteration

Symbolic
State

x=0o,y=p,z=2%}

PC: true

13



Concolic Testing

int twice (int v) {
return 2 X v;
}

void main (int x, int y) {

z = twice (y);

Concrete
State

if(z==x){ =

|f(x>y+|0){
error,

}
}

e

| st iteration

Symbolic
State

X=a’y= B,Z=2*B
PC: 2*B # o

14



Concolic Testing

Concrete Symbolic

int twice (int v) { State State

return 2 X v;

}
void main (int x, inty) {
z = twice (y); Solve: 2*f =
Solution: a=2, B=1
if (z==x){
if ( x > y+ |0 ) {
error;
}
} <} x=22,y=17, x=a,y=p2z2=2%p
z= 14 PC: Z*B o

15
| st iteration



Concolic Testing

| o Concrete Symbolic
int twice (int v) { State )’State
return 2 X v;
}
void main (int x, int y) {
- x=2y=I x=0oy=p
z = twice (y); PC: true
if (z==x){
if (x>y+10) {
error;
}
}
}

16
2nd iteration



Concolic Testing

int twice (int v) { Cosrlczete
return 2 X v; e
}
void main (int x, int y) {
z = twice (y); x=2,y=l,
- z=2
if (z==x){
if ( x > y+ |0 ) {
error;
}
}

2nd iteration

Symbolic
State

x=O(,y=B,Z=2*[3

PC: true

17



Concolic Testing

| o Concrete Symbolic
int twice (int v) { State )’State
return 2 X v;
}
void main (int x, int y) {
z = twice (y);
lz==x)! x=2y=|, x=a,y=B2=2+
. z=2
if (x>y+10) { PC:2*B = o
error;
}
}
}

18
2nd iteration



Concolic Testing

| o Concrete Symbolic
int twice (int v) { State )’State
return 2 X v;
}
void main (int x, int y) {
z = twice (y);
if (z==x){
. X=2’y=|’ X:a’)I:B,Z:Z*B
if (x>y+10){ = 7=2 PC:(2*B = a) A (o< B+10)
error;
}
}
e

2nd iteration



Concolic Testing

Concrete Symbolic

int twice (int v) { State State

return 2 X v;

}
void main (int X, int y) {
z = twice (y); Solve: 2*B = o) A (x> +10)
Solution: a=22, =11
if (z==x){
if (x>y+10) {
error;
}
}4} X=2,)’=|, X=a,y=B,z=2*B
7=2 PC: (2B = a) A (cx < B+10)

2nd iteration



Concolic Testing

int twice (int v) { Cosrlczete
return 2 X v; e
}
void main (int x, int y) {
< x=22,y=1I
z = twice (y);
if (z==x){
if ( x > y+ |0 ) {
error;
}

3rd iteration

Symbolic
State

x=a,y =

PC: true

21



Concolic Testing

. . Concrete Symbolic
int twice (int v) { State yState
return 2 X v;
}
void main (int x, int'y) {
Z = twice ()’); x=22,)'=||,Z X=O(,)'=B,Z=2>I<B
. - =22
|f(Z:=X){ PC: true
if (x>y+10) {
error;
}
}
}

22
3rd iteration



Concolic Testing

| o Concrete Symbolic
int twice (int v) { State )’State
return 2 X v;
}
void main (int x, int y) {
z = twice (y);
'f(Z:=X){ x=22,y=11,z x =0,y =p,z=2%p
. =22
if (x>y+10) { PC: 2%B = o
error; |
}
}
}

23
3rd iteration



int twice (int v) {
return 2 X v;

}
void main (int x, int y) {
z = twice (y);
if (z==x){
if (x>y+10) {
error; -
}
}

Concolic Testing

Concrete
State

error-triggering input

x=22,y=11,

z=122

3rd iteration

Symbolic
State

x=a,y =B,z =2%p
PC: (2B = ) A (o> B+10)

24



Chal

* Path Explosion

# of
— # of execution paths: 2

3,836
o ex) grep-2.2(3,836) : 2
— Exploring all paths is imp

lenge

branches

paths (worst case)

ossible.

25



Diverse Solutions

* Goal: Mitigate the path-explosion.
Search Heuristic

' 6=Q Search Space Reduction -
> & G

Path-Explosion  Experts Good Seed Input
(Manually)

>

Constraint Solver

>

26



Search Heuristic

* Select branches that are likely to maximize code coverage.

* Numerous search heuristics have been proposed.
— DFS, BFS, Random, Generational, CFDS, CGS, etc

------

path,

27



Search Heuristic

* Select branches that are likely to maximize code coverage.

* Numerous search heuristics have been proposed.
— DFS, BFS, Random, Generational, CFDS, CGS, etc

BFS(path ) — b,

—> path_

------

path,

28



Search Heuristic

* Select branches that are likely to maximize code coverage.

* Numerous search heuristics have been proposed.
— DFS, BFS, Random, Generational, CFDS, CGS, etc

------

path,







Motivation

* No existing heuristics consistently achieve high coverage.

* Designing new heuristic is highly nontrivial.

— Search Heuristic — J (ICSE, FSE,ASE, NDSS, ...)
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Goal

* Automatically Generating Search Heuristics

> Svim

prog.c] —»

e 5

| ayS —

Input: C programs
(e.g., vim, expat)

* Key ideas g@

> Sexpat

Ouput : Search Heuristics.

— Machine learning + Concolic Testing.

e Parameterized Search Heuristic.

* Effective Parameter Search Algorithm.

32



Effectiveness

* Considerable increase in branch coverage.

9000 vim-5.7 1400 expat-2.1.0
8000} 1300}
7000} 1200}
B 6000} ® 1100}
[ Q
o 7 Q
] o
o 5000} /.7 o 1000}
] 4 Q
K= £
¥} [}
5 ! 5
£ 4o00f{/ £ oot
i r
3000, ; goof”:
e ~ = CFDS # + Gen ~ =+ CFDS # % Gen
2000¢ A4 CGS &4 OURS | ?oor) a4 CGS o OURS |
--- DFS Random --- DFS Random
1000 1 I 1 I 1 1 L 600' L L 1 1 1 L 1
0 500 1000 1500 2000 2500 3000 3500 4000 0 500 1000 1500 2000 2500 3000 3500 4000
iterations iterations

* Found the real-world performance bugs.
- gawk-3.0.3: ./gawk ‘V0\\n*000000000000070000000" file
— grep-2.2: ./grep \(\)\I\+*¥ file

* Trigger the error in grep-3.| (the latest version)

33



Effectiveness

in branch coverage.

9000 vim-5.7 00 expat-2.1.0
8000 P S S - <_>_<,>_ 1300 oo -
o <><><><>
* R e o o A8
7000¢ . 1200 o — a &
4 L. Ak *
& - .
T 6000} ¥ . . *
a P e *
3 * &k
S coool / /T a e Sorry, the program "grep" closed unexpectedly
5 4o0off Your computer does not have enough free memory to
ol automatically analyze the problem and send a report to the
O developers.
§ - « CFDS w & Gen
ZUUL.;> 3 " A -A CGS €9 OURS
N CI.DEE' | DFS . Random
10005 500 1000 2500 3000 3500  40C
terations terations

- gawk-3.0.3: ./gawk
— grep-2.2: ./grep file

* Trigger the error in grep-3.| (the latest version)

file

34



In academia

* Make the tool publicly available. (Recently)

kupl / ParaDySE @i~ 3 ks 3 Yrow 3

2015 ACMAEEE 401h Enternational Conference on Software Engineering

> Code Issues 0 Pull requests 0 Projects 0 Wiki Insights Settings
Automatically Generating Search Heuristics for Concolic Testing No description, website, or topics provided. Edit
Sooyoung Cha Seongjoon Hong Junhee Lee Hakjoo O Manage topcs
Korea University Korea University Korea University Korea Universty
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- . < = scripts minor 8 months ago
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e— i o
et e gritn e
i teting 15, 21 s cmergd 0 an fctve s e Te— READMEMd minor 7 months ago
et et e a7 5,50, 551 T s oy . On St Loy it e
. Sl Pt

i ot o, e he b of e bl BT i s of ol g I
brancholthe e

curtent pah is slcte and negated o fn an input that dFVes e ora rnge ofC prograims. We have implementd o echnique

e next program excution o llow  previousy unexplored PR iy CREST [ and cluated i o 10 C progeams (0.5 150KLoC).

Thisway concolc teting ystematicall exploes he CXGCUOR o avey, Lont btk progha, ot e, s siccestlly e

v o o eing ok e Ve s ParaDySE

T ‘more effective o

e S T o o B e o oty encrsting ParaDySE (Parametric Dynamic Symbolic Execution) is a tool that automatically generates search heuristics for concolic testing.
The tool is implemented on top of CREST, a publicly available concolic testing tool for C.

e T e T e P
e 7 . significant departure from prior work; while existing work
105y e o o e (e 15, 21,275 focuses on manually developing a partc

« Compiap sk Tar searh heritic,ou s 30 auomte the very process

e of genersting such s eurisic Install ParaDySE.

You need to install Ubuntu 16.04.3(64 bit). Then follow the steps:

* A good opportunity to use the latest techniques.
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Existing Search Heuristics

Software | Software 2

R
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Parameterized Search Heuristic

Software | Software 2




Parameterized Search Heuristic

Software | Software 2

CGS
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Parameterized Search Heuristic

e Search Heuristicg: Path — Branch

~ Generating a “good search heuristic” — Finding a “good parameter 0”

score (Bl) = 0.1
score,y(B2) = 0.7
score (B3) = -0.5

B2

B3

40



Parameterized Search Heuristic

e Search Heuristicg: Path — Branch

~ Generating a “good search heuristic” — Finding a “good parameter 0”

score,,(Bl) = 0.3
score,,(B2) =-0.2
score,,(B3) = 0.9

41



Parameterized Search Heuristic

(). Represent branches as feature vectors

— A feature :a boolean predicate on branches.
* exl) the branch in main function ?

* ex2) true branch of a case statement !

BI = (1,0, 1, 1,0)

B2=(0,1,1,1,0)

B3 =(1,0,0,0, I

42



* Design 40 features.

Parameterized Search Heuristic

12 static features

extracted without execution.
(e.g., true branch of a loop)

28 dynamic features

Extracted at runtime.
(e.g., branch newly covered in the

previous execution)

# | Description
1 | branch in the main function
2 | true branch of a loop
3 | false branch of a loop
4 | nested branch
5 | branch containing external function calls
6 | branch containing integer expressions
7 | branch containing constant strings
8 | branch containing pointer expressions
9 | branch containing local variables
10 | branch inside a loop body
11 | true branch of a case statement
12 | false branch of a case statement
13 | first 10% branches of a path
14 | last 10% branches of a path
15 | branch appearing most frequently in a path
16 | branch appearing least frequently in a path
17 | branch newly covered in the previous execution
18 | branch located right after the just-negated branch
19 | branch whose context (k = 1) is already visited
20 | branch whose context (k = 2) is already visited
21 | branch whose context (k = 3) is already visited
22 | branch whose context (k = 4) is already visited
23 | branch whose context (k = 5) is already visited
24 | branch negated more than 10 times
25 | branch negated more than 20 times
26 | branch negated more than 30 times
27 | branch near the just-negated branch
28 | branch failed to be negated more than 10 times
29 | the opposite branch failed to be negated more than 10 times
30 | the opposite branch is uncovered (depth 0)
31 | the opposite branch is uncovered (depth 1)
32 | branch negated in the last 10 executions
33 | branch negated in the last 20 executions
34 | branch negated in the last 30 executions
35 | branch in the function that has the largest number of uncov-
ered branches
36 | the opposite branch belongs to unreached functions (top 10%
of the largest func.)
37 | the opposite branch belongs to unreached functions (top 20%
of the largest func.)
38 | the opposite branch belongs to unreached functions (top 30%
of the largest func.)
39 | the opposite branch belongs to unreached functions (# of
branches > 10)
40 | branch inside the most recently reached function

43



Parameterized Search Heuristic

(2). Scoring
- The parameter : a k-dimension vector.
0=¢(0.5,0.1,04,0.2,0)
- Linear combination of feature vector and parameter
+ Scorey(B1)=(1,0,1,1,0)-(-0.5,0,1,0.4,0.2,0)=0.1
« Scorey(B2)=(0,1,1,1,0)-(-0.5,0.1,0.4,0.2,0)= 0.7
e Scorey(B3)={1,0,0,0,1)-¢0.5,0.1,0.4,0.2,0)=-0.5

(3). Choosing the branch with the highest score
- B2

44



2. Parameter Sea



Parameter Search Algorithm

* Finding good parameters is crucial.

* Naive algorithm based on random sampling.
6, =¢(0.5,0.1, 0.4, 0.2, 0) -~ Coverage(519)

6,=(09,0509,-0.2,1.0) ~ Coverage(423) o o
22

Timeout

6,=(0.7,-0.2,-0.9, -0.9, 0.3) — Coverage(782)

— Failed to find good parameters.
* Search space is intractably large.

* Performance variation in concolic testing.

46



Parameter Search Algorithm

* |teratively refine the sample space based on the feedback
from previous runs of concolic testing

M samples (I) Find p 10 (2) Check Top 2 (3) Refine
(9. 0, .. em) samples samples
o [-10, +10] [+2, +8]

>

N refinements

47






Experiments

* Implemented in CREST

* Compared with five existing heuristics
- CGS, CFDS, Random, Generational, DFS

* Used |0 open-source C programs

Program # Total branches LOC
vim-5.7 35,464 165K
gawk-3.0.3 8,038 30K
expat-2.1.0 8,500 49K
grep-2.2 3,836 15K
sed-1.17 2,656 9K
tree-1.6.0 1,438 4K
cdaudio 358 3K
floppy 268 2K
Kbfiltr 204 1K

replace 196 0.5K




Evaluation Setting

* The same initial inputs
* The same testing budget (4,000 executions)

* Average branch coverage for 100 trials (50 for vim)

— | trial = 4,000 executions

50



Effectiveness

* Average branch coverage (6 Smiles **
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8000 1300
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7000 1200
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g § 2000 8
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@ 5000 o o 1000
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3000(, ¢
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] TUUIE A T wooll! <« . L | o L ———————
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b A-A CGS 44 OURS A4 CGS o OURS a4 CGS ¢ OURS
--- DFS Random . --- DFS Random
1000 L L 1 L L L L DFS Raﬂdom 600' L L 1 L L L L
500 1 L 1 1 1 1 1
0 500 1000 1500 2000 2500 3000 3500 4000 o =00 1000 1500 2000 2500 3000 3500 4000 0 500 1000 1500 2000 2500 3000 3500 4000
iterations B . iterations
iterations
1800 ‘ ' —Srep22 - . 800 : .  sed1.17 ‘ i 800 ‘ . tree-1.6.0 : .
700 700}
1600 A e e e e
600 600 oL e 1
1400 g poh ke kA A Tl e
E g 500 g 500 Lw ke A W kK g
u Q @
> > >
(=] Q [=}
o (=] o
12000 @ 400 @ 400 1
= = =y
g s} ] R - L .
] 5 5 o
£ ! £ 300 £ 300 & ,
1000 . ;
200 2000 ]
800 -+ CFDS + « Gen 100k - - CFDS * % Gen 100k - -« CFDS * % Gen
3 44 CGS ¢ OURS A4 CGS 44 OURS b 44 CGS 4 OURS
--- DFS Random -~ DFS Random --- DFS Random
. . . . . . . 0 . . . . L . . 0 . . . . . .
6003 500 1000 1500 2000 2500 3000 3500 4000 0 500 1000 1500 2000 2500 3000 3500 4000 0 500 1000 1500 2000 2500 3000 3500 4000
iterations iterations
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Effectiveness

* Reusable over multiple subsequent programs

awk
9 ! T 1000 Sue

k=T 900}

| 1

_________

g : : : a ; ) .
g 2000_?. e & 800k

@ : : : : : o]
B 5 ; ; ; ; = ; 27 :
g . : : : B TOO| e Il U A ORI HERRIEIRERIE S
1500 rveres s oo s 1

BOO| o oeemerseenc e D [T USRS ]

(A-A CGS - : SR L A CGS -+ DFS
LO00E s P s = s A oo o e s LT o & CFDS. e #e Gofe e m e e e e
i i i i i 500l

3.0.3 3.04 3.0.5 3.0.6 3.1.0 .17 .18 2.05

version version

(4 Years) (A Year)

* Time for obtaining the heuristics (with 20 cores)
~ vim-5.7(24 h), expat-2.1.0(10h), grep-2.2(5h), tree-1.6.0(3h)
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Important Features

Rank Benchmarks Rank Benchmarks
vim gawk expat grep sed tree vim gawk expat grep sed tree
1 #15 (#10) #27  #14  #13 #36 1 #17 #26 #39 #20 #11 (%10
2 #18 #13  #30 #40 #2  #15 2 #11 #38 #39  #32 #35
3 #12 #23  #24 #29 #5 3 #34 #16 #33  #22 #19 #6
4 #40 #38 #31  #1  #3  #25 4  #33 #29 #37  #25 #40 #24
5  #31 #14 #4 #30 #8  #40 5 #22 #3  #38  #26 #3838 #7
6 #7 #9  #9 #38 #30 #9 6 #21 #6  #2 #19  #18 #12
7 #13 #35 #8 #32  #35 #13 7 #26 #22 #24  #27 #5 #23
8  #3  #31 #15  #17 #6  #39 8  #25 #11 #22  #21 #20 #2
9  #12 #4  #25  #31 #21 #30 9  #37 #19 #10  #33 #34 #27
10 #10 #33 #7 #29  #16 #22 10 #20 #28 #32  #37 #26 #11
Top |0 positive features Top 10 negative features

* No winning feature always belongs to top 10 features.

* Depending the program, the role of feature changes. (feature 10)

Search Heuristic should be adaptively tuned for each program.




* Ql.‘Concolic Testing’ = ¢
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Take away

Thank You
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