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2. Kernel Infrastructure
- Interpreter in-kernel virtual machine

- Hook points in-kernel callback point
- Map
- Helper
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BPF Infrastructure:
Or& Sk code injection 2| & & case ?

- Networking (XDP, ovs, tc, offload, ...)
- Tracing, Monitoring, Debugging

- BPF-ization: from daemon to BPF programs



BPF Infrastructure:
Ot& &t code injection 918t J|EHI| &

Kernel += BPF Interpreter in-kernel virtual machine
+ Verifier
+ BPF Helper 2t 4= I leveraging kernel func

+ BPF syscall prog/map: loading & attaching S



BPF Instruction set



BPF Instruction set:

1) Z=L| 0 x86 Instruction set 'simplified x86’
(2 12: PLUMgrind2 x86 bytecode verifier & IH)'

2) BPF = classic BPF:10% + x86:70% + arm64:25% + risc:5%
3) Instruction encoding AIO| X 1 &
(for high interpreter speed)
4) 2tA 3t -> S OlI=ot. o2t =3
= =

(Verifier& S 8! loop, memory access 22

5) Architecture-independent

& X: bpf collabsummit 2015



BPF calling convention:

- RO: return value (ex. rax)
- R1 ~ R5: function arguments (ex. rdi, rsi, rdx, ...)
- R6..R9: callee saved

- R70: frame pointer (ex. rbp)



BPF Instruction set:

immediate:32

offset:16

src:4 | dst:4 opcode:8

$ cat include/uapi/linux/bpf.h

[...]
struct bpf insn

{

__u8 code;
__u8 dst reg:4;
__u8 src reg:4;
__slé6 off;

s32 imm;

—
.
.
—

/*
/*
/*
/*
/*

opcode */

dest register */
source register */
signed offset */

signed immediate constant */



BPF Instruction set:

immediate:32

offset:16

src:4 | dst:4 opcode:8

/

class:4 + fields:4
+ fields:4

eBPF: include/uapi/linux/bpf.h
cBPF: include/uapi/linux/bpf_common.h



BPF Instruction set:

immediate:32

offset:16

src:4 | dst:4 opcode:8

LD/ST HE:
0x00 ~ 0x03

ALU/JMP HI&:
0x04 ~ 0x07

/

class:4 + LD/ST fields:4
+ ALU/JUM fields:4

eBPF: include/uapi/linux/bpf.h
cBPF: include/uapi/linux/bpf_common.h



BPF Instruction set:

immediate:32

offset:16

src:4 | dst:4 opcode:8
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/
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BPF programming:

struct bpf insn progl] = {

BPF_MOV64 REG(BPF_REG 6, BPF REG 1),

BPF_ LD ABS(BPF B, ETH HLEN + offsetof (struct iphdr, protocol) /* RO = ip->proto */),
BPF_STX MEM(BPF W, BPF REG 10, BPF REG 0, -4), /* *(u32 *) (fp - 4) = r0 */

BPF MOV64 REG(BPF_REG 2, BPF REG 10),

BPF_ALU64 IMM(BPF _ADD, BPF REG 2, -4), /* r2 = fp - 4 */

BPF_LD MAP FD(BPF REG 1, map_ fd),

BPF RAW INSN(BPF JMP | BPF CALL, 0, 0, 0, BPF FUNC map lookup elem),

BPF JMP_ IMM(BPF JEQ, BPF REG 0, 0, 2),

BPF_MOV64 IMM(BPF REG 1, 1), /* rl = 1 */

BPF RAW INSN(BPF_STX | BPF_XADD | BPF DW, BPF REG 0, BPF REG 1, 0, 0), /* xadd r0 += rl */
BPF_MOV64 IMM(BPF REG 0, 0), /* r0 = 0 */

BPF_EXIT INSN(),

}i

https://git.kernel.org/pub/scm/linux/kernel/git/bpf/bpf.git/tree/samples/bpf/sock_example.c



https://git.kernel.org/pub/scm/linux/kernel/git/bpf/bpf.git/tree/samples/bpf/sock_example.c

BPF Helper & ==:

$ grep BPF CALL

kernel/bpf/helpers.c:

BPF CALL 2 (bpf map lookup elem, struct bpf map *, map, void *, key)
BPF CALL 4 (bpf map update elem, struct bpf map *, map, void *, key,
[...]

kernel/trace/bpf trace.c:

BPF CALL 2 (bpf override return, struct pt regs *, regs, unsigned long, rc)
BPF CALL 3 (bpf probe read, void *, dst, u32, size, const void *, unsafe ptr)
BPF CALL 3 (bpf probe write user, void *, unsafe ptr, const void *, src,

BPF CALL 5(bpf trace printk, char *, fmt, u32, fmt size, u64, argl,

[...]

net/core/filter.c:

BPF CALL 1(bpf skb get pay offset, struct sk buff *, skb)

BPF CALL 3 (bpf skb get nlattr, struct sk buff *, skb, u32, a, u32, x)
[...]



. (BPF Controller

BPF Architecture:

[

BPF library: libbpf
prog/map
load, attach, control

\

(User App)

.

Map 1
(Shared memory)

r

.

Map 2
(Shared memory)

. KERNEL SPACE

DC

PF Controller 2
(User App)

~

/ BPF library

in-iproute2

ook

bpf() SYSCALL

func(): Helper
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BPF Infrastructure:

1) Verifier / Interpreter / JIT

2) Hook points in-kernel callback point

3) Map user-to-kernel shared memory

4) helper& S8t HE &+ & leveraging

5) Object pinning /sys/fs/bpfi...



BPF Infrastructure:
LOAD — ATTACH — CALLBACK

1) Verifier / Interpreter / JIT

2) Hook points in-kernel callback point

3) Map user-to-kernel shared memory

4) helper& S8t HE &+ & leveraging

5) Object pinning /sys/fs/bpfi...



Hook points: callback points

tc: L3DD A& / A= X H

kprobe: &= Entry / Return

XDP: L2 device driver X| &

\

. KERNEL SPACE




2 OLQy| Hook points: callback points

Jn
02
o
&

|

if (has_bpf_prog) tc:L3DD &AW /== XA kprobe: &= Entry / Return
BPF_PROG_RUN(); :
o XDP: L2 device driver X| &
->bpf_func(ctx, insni); \

. KERNEL SPACE
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o
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if (has_bpf_prog) tc: L3DD XA /&= XA kprobe: & = Entry / Return
BPF_PROG_RUN(); :
o XDP: L2 device driver X| &
->bpf_func(ctx, insni); \

. KERNEL SPACE

BPF prog injection !!



2 OLQy| Hook points: callback points

Jn
02
o
&

|

if (has_bpf_prog) tc: L3DD XA /&= XA kprobe: & = Entry / Return
BPF_PROG_RUN(); :
o XDP: L2 device driver X| &
->bpf_func(ctx, insni); \

l . KERNEL SPACE

SPIRR
BPF Interpreter BPF prog injection !!

JTE HAZE ]



Hook points: callback points

tc: L3DD A& / A= X H

kprobe: &= Entry / Return

XDP: L2 device driver X| &

\

. KERNEL SPACE

BPF prog injection




cAA kern.c :
_ BPF libra
clang/lic F It / in-iproute;y

BPF 228 .. ( e ) ( ip )
Q"

BPF bytecode f e e e e e e e e e

bpf() SYSCALL




cAA kern.c
clang /llc 2 I+

:

1. ELF parsing,

2. 1XI Relocation:

BPF library 1) map fd
in-iproute2 2) bpf to bpf call

BPF Z=]&

L) (o)

elf

BPF bytecode

bpf() SYSCALL | ... ovveeeeeannnn.. _




cAA _kern.c BPF library

clang / "f =R g in-iproute2
tc ) ( i )
BPF 228 o ( P

BPF bytecode f e e e e e e e e e

(Shared memory) :

1. ELF parsing,

2. 1X} Relocation:

1) map fd
2) bpf to bpf call

bpf() SYSCALL

. KERNEL SPACE/
[ Map 1 } :




cAA kern.c
clang /llc 2 I+

:

BPF Z=]&

elf

BPF bytecode .

BPF library

in-iproute2

L) (o)

(Shared memory) ]

1. ELF parsing,
2. 1X} Relocation:
1) map fd

2) bpf to bpf call /|

function storage
/ .text section

bpf() SYSCALL

. KERNEL SPACE/
[ Map 1 } :




1. ELF parsing,

2. 1X} Relocation:

/ BPF library 1) map fd
in-iproute2 2) bpf to bpf call

( - ) ( . ) 3. Loading

BPF bytecode e e e e e e e bpf() SYSCALL | ...........c.c0vunn.

- KERNEL SPACE
Map 1 :
(Shared memory)

ciA2A  kern.c
clang / lic A I+

:

BPF Z= &

elf

BPF_PROG_LOAD

BPF prog injection !!




1. ELF parsing, : :
- v BPF library: libbpf
2. 1X Relocation: prog/map

/ BPF library 1) map fd load, attach, control
in-iproute2 2) bpf to bpf call

i il BPF Controller
( tc ) ( Ip ) (User App)

ciA2A  kern.c
clang / lic A I+

:

BPF X2 1 elf
@ BPF_PROG_LOAD
BPF bytecode e e e e e e e bpf() SYSCALL | ...........c.c0vunn.

. KERNEL SPACE

Map 1
(Shared memory)

BPF prog injection !!




1. ELF parsing, : :
- v BPF library: libbpf
2. 1X Relocation: prog/map

/ BPF library 1) map fd load, attach, control

ciA2A  kern.c
clang / lic A I+

in-iproute2 2) bpf to bpf call

:

BPF Z= &

elf

] S [HEEC G BPF Controller
( tc ) ( Ip ) \ (User App)

the rest should be
relocated or fixuped later:

BPF bytecode e bpf() SYSCALL | 1) helper calls

. KERNEL SPACE 2) map addr
Map 1 ]
(Shared memory)

BPF prog injection !!




U (2P [EIEED BPF library: libbpf
2. 1XI Relocation:
cAA kern.c / BPF library 1) map fd oo ptrtogllTap o
ol .. oad, attach, contro
clang/llc 1< in-iproute?2 2) bpf to bpf call
l ] th Rkl BPF Controller
BPF T2 & olf tc {2 (User App)
BPF bytecode e e e e e e e bpf() SYSCALL | ...........c.c0vunn.
- KERNEL SPACE
Map 1 ]
(Shared memory) @

BPF prog injection !!

HOW ? in bpf() QO




cAA kern.c
clang /llc 2 I+

:

BPF Z=]&

elf

BPF bytecode

Map 1
(Shared memory)

BPF library

in-iproute2

L) (o)

. KERNEL SPACE

1. ELF parsing,
2. 1X} Relocation:
1) map fd

BPF library: libbpf

prog/map

load, attach, control

2) bpf to bpf call
3. Loading

\

BPF Controller
(User App)

..| bpf()SYSCALL | ............c.cccu.n..

BPF LOAD & :
1. BPF prog / map allocation




cAA kern.c
clang /llc 2 I+

:

BPF Z=]&

elf

BPF bytecode

Map 1
(Shared memory)

BPF library

in-iproute2

L) (o)

. KERNEL SPACE

1. ELF parsing,
2. 1X} Relocation:

BPF library: libbpf

prog/map

1) map fd load, attach, control

2) bpf to bpf call

3. Loading BPF Controller
(User App)

.| bpfosyscALL | ........

\

BPF LOAD 1 & :
1. BPF prog / map allocation
2. Verifier (check and update)




cAA kern.c
clang /llc 2 I+

:

BPF library
in-iproute2

BPF Z=]&

L) (o)

elf

BPF bytecode

. KERNEL SPACE

Map 1
(Shared memory)

..| bpf() SYSC

1. ELF parsing, : :
- v BPF library: libbpf
2. 1X Relocation: prog/map

1) map fd load, attach, control
2) bpf to bpf call

3. Loading BPF Controller
(User App)

BPF Verifier 1} 3 :
1. Check cfg

\

BPF LOAD 147
1. BPF prog / n
2. Verifier (che|

2. Simulate the BPF prog execution
:Step by step BPF instructions

3. Fixup




cAA kern.c
clang /llc 2 I+

:

BPF library
in-iproute2

BPF Z=]&

L) (o)

elf

BPF bytecode

. KERNEL SPACE

Map 1
(Shared memory)

..| bpf() SYSC

1) map fd

3. Loading

1. ELF parsing,
2. 1X} Relocation:

2) bpf to bpf call

BPF library: libbpf
prog/map
load, attach, control

BPF Controller
(User App)

\

BPF LOAD 147
1. BPF prog / n
2. Verifier (che|

BPF Verifier 2} & :

1. Check cfg

- detect loops

- detect unreachable instructions
- check BPF_EXIT, jmp boundary

2. Simulate the BPF prog execution
:Step by step BPF instructions

3. Fixup




cAA kern.c
clang /llc 2 I+

:

BPF library
in-iproute2

BPF Z=]&

L) (o)

elf

BPF bytecode

. KERNEL SPACE

Map 1
(Shared memory)

..| bpf() SYSC

1. ELF parsing, : :
- v BPF library: libbpf
2. 1X Relocation: prog/map

1) map fd load, attach, control
2) bpf to bpf call

3. Loading BPF Controller
(User App)

BPF Verifier 2 & :

1. Check cfg

- detect loops

- detect unreachable instructions
\ - check BPF_EXIT, jmp boundary

BPF LOAD 147
1. BPF prog / n
2. Verifier (che|

2. Simulate the BPF prog execution

:Step by step BPF instructions

- ALU: pointer arithmetic, div by zero, ...

- LD/ST: check mem access (stack wir, ...)
- JMP: check helper (type, arg, ...),bpf2bpf

3. Fixup




cAA kern.c
clang /llc 2 I+

:

BPF library
in-iproute2

BPF Z=]&

L) (o)

elf

BPF bytecode

. KERNEL SPACE

Map 1
(Shared memory)

..| bpf() SYSC

1) map fd

3. Loading

1. ELF parsing,
2. 1X} Relocation:

2) bpf to bpf call

BPF library: libbpf
prog/map
load, attach, control

BPF Controller
(User App)

\

BPF LOAD 147
1. BPF prog / n
2. Verifier (che|

BPF Verifier 2 & :

1. Check cfg

- detect loops

- detect unreachable instructions
- check BPF_EXIT, jmp boundary

2. Simulate the BPF prog execution

:Step by step BPF instructions

- ALU: pointer arithmetic, div by zero, ...

- LD/ST: check mem acess (stack wrr, ...)

- JMP: check helper (type, arg, ...),bpf2bpf

3. Fixup
- convert structure ctx access




cA2 kern.c
clang / lic A I+

=
BPF Z=1& elf

BPF bytecode

Map 1
(Shared memory)

BPF library
in-iproute2

L) (o)

. KERNEL SPACE

1. ELF parsing, : ;
- v BPF library: libbpf
2. 1Xt Relocation: prog/map

1) map fd load, attach, control
2) bpf to bpf call

3. Loading BPF Controller
(User App)

BPF Verifier 3 :
1. Check cfg

bpf() SYS( detect loops

- detect unreachable instructions

- check BPF_EXIT, jmp boundary

3. Fixup
- convert structure ctx access




1. ELF parsing, BPF library: libbpf

2. 1X Relggz .
BPF libra
CIang /llc gm% in-iproute;y {
len;
BPF X2 1 olf ( e ) ( ip ) mark;
@ queue_mapping;
protocol;
BPF bytecode e bpf() S
- KERNEL SPACE
Map 1 ]
{(Shared memory) ] B8PF LOAD

2. Verifier (

3. Fixup
- convert structure ctx access




include/linux/skbuff.h: BPF library: libbpf

{
{ {
{ .
/* These two members must be first. */ Ien’
*next; ;
prev; mark;
{ queue_mapping;
e protocol;

/* Some protocols might use this space to store inform:;
* while device pointer would be NULL.
* UDP receive path is one user.
*/
dev_scratch;

__pkt_type_offset[0];

:3;
__u32 var = ctx

3. Fixup

- convert structure ctx access



cAA kern.c

clang /llc 2 I+

:

BPF library

in-iproute2

BPF Z=]&

L) (o)

elf

BPF bytecode

. KERNEL SPACE

Map 1
(Shared memory)

..| bpf() SYSC

1) map fd

3. Loading

1. ELF parsing,
2. 1X} Relocation:

2) bpf to bpf call

BPF library: libbpf
prog/map
load, attach, control

BPF Controller
(User App)

\

BPF LOAD 147
1. BPF prog / n
2. Verifier (che|

BPF Verifier 1} 3 :
1. Check cfg
- detect loops

- detect unreachable instructions
- check BPF_EXIT, jmp boundary

2. Simulate the BPF prog execution

:Step by step BPF instructions

- ALU: pointer arithmetic, div by zero, ...

- LD/ST: check mem acess (stack wrr, ...)

- JMP: check helper (type, arg, ...),bpf2bpf

3. Fixup
- convert structure ctx access
- find function addr: helper calls, tail calls




cAA kern.c
clang /llc 2 I+

:

BPF Z=]&

BPF byte

Mag

[

(Shared m

1. ELF parsing,
2. 1X} Relocation:

BPF library: libbpf
prog/map

B.P!: library 1) map fd load, attach, control
in-iproute2 2) bpf to bpf call
_ 3. Loading BPF Controller
tc ip (User App)
elf == —————
BPF Verifier 2} &:
Common Helpers: 1. Check cfg
bpf_map_lookup_elem() sys( - detect loops

bpf_map_update_elem()

- detect unreachable instructions

bpf_map_delete_elem()
bpf_get_smp_processor_id()

- check BPF_EXIT, jmp boundary

bpf_ktime_get_ns()

Leveraging kernel functions

Special Helpers: \

bpf_trace_printk()
bpf_probe_read()
bpf_perf_event_read()
bpf_xdp_adjust_meta()

og/n

D 3

" (che|

2. Simulate the BPF prog execution

:Step by step BPF instructions

- ALU: pointer arithmetic, div by zero, ...

- LD/ST: check mem acess (stack wrr, ...)

- JMP: check helper (type, arg, ...),bpf2bpf

- convert stru ctx access
- find function addr: helper calls, tail calls

bpf_skb_change_head()




cAA kern.c
clang /llc 2 I+

BPF library

in-iproute2

1. ELF parsing,
2. 1X} Relocation:

1) map fd

2) bpf to bpf call

BPF library: libbpf
prog/map
load, attach, control

l ) th Rkl BPF Controller
BPF Z2 1 olf tc 2 (User App)
- BPF Verifier I} & :
1. Check cfg
B 1) Allows one BPF program to call another sysd - detect loops

(¢

2) Implemented as a long jump,

3) Has minimal overhead as unlike function calls

4) Reusing stack frame

For...

1) Different parsers depending on packet format:

parse_tcp(), parse_udp(), ...

2) Splitting complex programs into small things
3) Dispatching routine (ex. syscall entry tracing)
e.g. bpf programs attached to __seccomp_filter()

AN

- detect unreachable instructions
- check BPF_EXIT, jmp boundary

2. Simulate the BPF prog execution
:Step by step BPF instructions
: pointer arithmetic, div by zero, ...

- convert structure ctx acces
- find function addr: helper calls, tail calls




cAA kern.c
clang /llc 2 I+

:

BPF library

in-iproute2

BPF Z=]&

L) (o)

elf

BPF bytecode

. KERNEL SPACE

Map 1
(Shared memory)

..| bpf() SYSC

1) map fd

3. Loading

1. ELF parsing,
2. 1X} Relocation:

2) bpf to bpf call

BPF library: libbpf
prog/map
load, attach, control

BPF Controller
(User App)

\

BPF LOAD 147
1. BPF prog / n
2. Verifier (che|

BPF Verifier 1} 3 :
1. Check cfg
- detect loops

- detect unreachable instructions
- check BPF_EXIT, jmp boundary

2. Simulate the BPF prog execution

:Step by step BPF instructions

- ALU: pointer arithmetic, div by zero, ...

- LD/ST: check mem acess (stack wrr, ...)

- JMP: check helper (type, arg, ...),bpf2bpf

3. Fixup
- convert structure ctx access
- find function addr: helper calls, tail calls

- find map address




cAA kern.c
clang /llc 2 I+

:

BPF Z=]&

elf

BPF bytecode

Map 1
(Shared memory)

BPF library

in-iproute2

L) (o)

. KERNEL SPACE

1. ELF parsing,
2. 1X} Relocation:

BPF library: libbpf

prog/map

1) map fd load, attach, control

2) bpf to bpf call

3. Loading BPF Controller
(User App)

.| bpfosyscALL | ........

\

BPF LOAD 1 & :
1. BPF prog / map allocation
2. Verifier (check and update)
2X} Relocation:
1) map fd — map ptr
2) helper ID — func addr




cAA kern.c
clang /llc 2 I+

:

BPF Z=]&

elf

BPF bytecode

Map 1
(Shared memory)

BPF library
in-iproute2

) ®

. KERNEL SPACE

1. ELF parsing,
2. 1X} Relocation:

BPF library: libbpf
prog/map
1) map fd load, attach, control

2) bpf to bpf call

3. Loading BPF Controller
(User App)

return fd;

\

bpf() SYSCALL | ......\....

BPF LOAD 1 & :
1. BPF prog / map allocation
2. Verifier (check and update)
2X} Relocation:
1) map fd — map ptr
2) helper ID — func addr
4. select runtime:

1) BPF interpreter func addr
2) JIT = BPF func addr

N~



;' 1EI5E:: ;;fé:ﬂ;n. BPF library: libbpf
ety / [EEEEy Y mapte ., pegmep "
clang/lic in-iproute2 2) bpf to bpf call
l i 3. Loading BPF Controller
BPF Z2 08 tc ip foontrol

return fd;

BPF bytecode e e e e e e bpf() SYSCALL | ......\(:::rucrnnnnn _
. KERNEL SPACE \ |

BPF LOAD & : ®

1. BPF prog / map allocation

2. Verifier (check and update)
2X} Relocation:

] 1) map fd — map ptr

->bpf_func(ctx, insni); | - 2) helper ID — func addr

if (has_bpf_prog)
BPF_PROG_RUN();

- 4. select runtime:
1) BPF interpreter func addr
2) JIT = BPF func addr /

N




U (2P [EIEED BPF library: libbpf
2. 1X} Relocation:
cAA _kern.c BPF Ilbrary 1) map fd - p::g/:\ap -
o oad, attachn, contro
clang/llc 1< in-iproute2 2) bpf to bpf call
l ] th Rkl BPF Controller
BPF T2 & olf tc {2 (User App)
BPF bytecode e e e e e e bpf() SYSCALL | ..........c.ciiivuunnn _
> < . KERNEL SPACE I
nel : - Ct2 & BPF ATTACH 24!
(Shared memory) . RN SE =
\_ J 1 / \
~ L] / @ \| - sock(), send() AF_NETLINK
Map 2 : '\ o /| - bPf() syscall BPF_PROG_ATTACH
(Shared memory) ] ‘. R4 BPF_RAW_TRACEPOINT_OPEN
\ s S~—=-7..|-sys_perf_event_open() kprobe event id, ioctl()
PERF_EVENT_IOC_SET BPF




.

Map 1
(Shared memory)

.

Vs

.

Map 2
(Shared memory)

J

BPF library
in-iproute2

L) (o)

. KERNEL SPACE

BPF library: libbpf
prog/map
load, attach, control

BPF Controller
(User App)

bpf() SYSCALL

BPF CALLBACK !! @O

Callback !!

Q. €.

Callback !!
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Map 1
(Shared memory)

.

Vs

.

Map 2
(Shared memory)

J

BPF library
in-iproute2

L) (o)

KERNEL SPACE

BPF library: libbpf
prog/map
load, attach, control

BPF Controller
(User App)

bpf() SYSCALL

func()

func(): Helper
func()
@/ @ func()

BPF Helper &%=



BPF library: libbpf
prog/map
load, attach, control

BPF Controller 1 BPF Controller 2
(User App) (User App)

bpf() SYSCALL [ ....................

BPF library
in-iproute2

L) (o)

p . KERNEL SPACE
wapt | wco D
(Shared memory) ; func(): Helper @)
~ | func()
-
Map 2 func()
(Shared memory)
\ y

BPF map 2 S8t user to kernel memory shared



. (BPF Controller

BPF Architecture:

[

BPF library: libbpf
prog/map
load, attach, control

\

(User App)

.

Map 1
(Shared memory)

r

.

Map 2
(Shared memory)
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BPF use cases:

1. Facebook - Katran : A high performance layer 4 load balancer
https://github.com/facebookincubator/katran

2. Cilium: Security and Networking for Containers with BPF and XDP
https://github.com/cilium/cilium

3. BCC: BPF Compiler Collection & Kernel Tracing tools

https://github.coml/iovisor/bcc

4. IR decoding with BPF “BPF-ization: from daemon to BPF prog”

https://lwn.net/Articles/759188/ - Restricted C: BPF programming

- Helper Functions: leveraging kernel functions
- Hook points: the location it'd be called


https://github.com/facebookincubator/katran
https://github.com/cilium/cilium
https://github.com/iovisor/bcc
https://lwn.net/Articles/759188/

Thanks
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