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Cl/CD
DevOps

Public Cloud Adgile

Scrum
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IS CHANGING



In the be_ginning...

There was Waterfall.



Requirements

-———

—

Risk

Design
REVIE

Finding anything
late creates a
cycle of waste

Penetration
Test

Acceptance

Code
B Review
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DevOps Culture Traditional Security Culture
Team-based decision making Top-down risk management
Extended information sharing Need-to-know restrictions

Limiting Change Ready to say “No!”




Culture Hacking

Security is
Everyone’s
Responsibility

Traditional
Security

DEVSEC




DevSecOps
= DevOps + Security
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SANS DevSecOps Toolchain

PRE-COMMIT COMMIT (CI) ACCEPTANCE PRODUCTION OPERATIONS
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SANS DevSecOps Toolchain

Pre-Commit
Security activities before code COMMIT (CI) ACCEPTANCE PRODUCTION OPERATIONS

is checked in to version control

Threat Modeling /Attack Mapping:
1 Attacker personas
I Evil user stories
I Raindance
I Mozilla Rapid Risk Assessment
I OWASP ThreatDragon

Security and Privacy Stories:
1 OWASP ASVS
I SAFECode Security Stories

IDE Security Plugins:
I DevSkim
1 FindSecurityBugs
I Puma Scan
I SonarLint

Pre-Commit Security Hooks:
1 git-hound
I git-secrets
I Repo-supervisor
I ThoughtWorks Talisman

Secure Coding Standards:
I CERT Secure Coding Standards
I OWASP Proactive Controls

Manual and Peer Reviews:
1 Gerrit
1 GitHub pull request
1 GitLab merge request
I Review Board



SANS DevSecOps Toolchain

YT OWASP User Security Stories

OWASP Application Security Verification Standards

Mozilla’s Rapid Risk Assessment(RRA)

« OWASP Thread Dragon
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https://github.com/OWASP/user-security-stories
https://www.owasp.org/index.php/Category:OWASP_Application_Security_Verification_Standard_Project
https://infosec.mozilla.org/guidelines/risk/rapid_risk_assessment.html
https://www.owasp.org/index.php/OWASP_Threat_Dragon

SANS DevSecOps Toolchain

 FindSecurityBugs plugin : Eclipse, Intelli)
- http://find-sec-bugs.github.io
* Puma Scan plugin : Visual Studio
- http://github.com/pumasecurity/puma-scan
 Microsoft DevSkim : VSCode, Sublime, Visual Studio
- http://github.com/Microsoft/DevSkim
« Sonarlint : Visual Studio, Intelli), Eclipse, VSCode, Atom

- https://www.sonarlint.org

PRE-COMMIT



SANS DevSecOps Toolchain
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var request = client.GetAsync{string.Format{"{8}{1}", BASE_URL, endpoint)).Conti
{
var result = response.Result;
var json = result.Content.ReadAsStringAsync();
json.Wait();
item = JsonConvert.Deserializelbject<T>(json.Result
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SANS DevSecOps Toolchain

* Local : pre-commit
PRE-COMMIT

PRE-COMMIT Hooks

 Server-side : pre-commit, post-receive
* Tools
- AWS Labs git-secrets (https://github.com/awslabs/git-secrets)
- Talisman (https://github.com/thoughtworks/talisman)
- AuthO repo-supervisor (https://github.com/authO/repo-supervisor)

[ERROR] Matched one or more prohibited patterns
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PRE-COMMIT

Commit (Continuous Integration)
Fast, automated security checks during the build and

ACCEPTANCE

Continuous Integration steps

Static Code Analysis
(SCA):

I FindSecurityBugs

I Brakeman

I ESLint

1 Phan

Security Unit Tests:
1 JUnit
I Mocha
I xUnit

Infrastructure as Code
Analysis:

I ansible-lint

I Foodcritic

I puppet-lint

I cfn_nag

Dependency
Management:

I OWASP Dependency Check

1 Bundler-Audit

I Gemnasium

I PHP Security Checker

I Retire.)S

I Node Security Platform

Container Security:
I Actuary
I Anchore
1 Clair
I Dagda
I Docker Bench
I Falco

Container Hardening:
I Bane
I CIS Benchmarks
1 grsecurity

PRODUCTION

OPERATIONS



SANS DevSecOps Toolchain

COMMIT(CI)

Static Code Analysis

FindSecurityBugs : Java(Spring, Struts)

- http://find-sec-bugs.github.io

Phan : PHP (with composer)

- http://github.com/etsy/phan

NodelsScan : JavaScript

- https://github.com/ajinabraham/NodelsScan
Brakeman : Ruby

- https://brakemanscanner.org/

Bandit : Python

- https://github.com/PyCQA/bandit/
Flawfinder : C/C++

- https://dwheeler.com/flawfinder/

Puma Scan : Cé#

- https://github.com/pumasecurity/puma-scan
Gosec : Golang

- https://github.com/securego/gosec/



SANS DevSecOps Toolchain

COMMIT(CI)

Container Security

Docker Benchmark Inspec Profile

- https://github.com/dev-sec/cis-docker-benchmark
Anchore

- https://anchore.com/opensource/

Actuary

- https://github.com/diogomonica/actuary

Clair

- https://github.com/coreos/clair

Falco

- https://falco.org/
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OWASP Dependency Check : Java, .NET, Ruby, Python, Node.js
COMMIT(CI) - https://www.owasp.org/index.php/OWASP_Dependency_Check

PHP Security Checker : PHP
Dependency - http://github.com/etsy/phan
Management Bundler-Audit : Ruby

- https://github.com/rubysec/bundler-audit
NPM Audit / Retire.JS : Node.js

- https://docs.npmjs.com/cli/audit

- https://retirejs.github.io/retire.js/

DependencyCheck Result
Warnings Trend
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PRE-COMMIT

COMMIT(CI)

Acceptance (Continuous Delivery)

PRODUCTION

Automated security acceptance, functional testing, and
deep out-of-band scanning during Continuous Delivery

Infrastructure as Code:
I Ansible
I Chef
I Puppet
I SaltStack
I Terraform
I Vagrant

Immutable Infrastructure:

I Docker
B rkt

Security Scanning:
I Arachni
I nmap
I sqlmap
I sslyze
I ZAP
I ssh_scan 1

Cloud Configuration
Management:

I AWS CloudFormation
I Azure Resource Manager
I Google Cloud Deployment Manager

Security Acceptance Testing:
I BDD-Security
I Gauntlt
I Mittn

Infrastructure Tests:
I Serverspec
I Test Kitchen

Infrastructure Compliance
Checks:

I HubbleStack
I InSpec



SANS DevSecOps Toolchain

Production (Continuous Deployment) =——

Security checks before, during, and after code is
deployed to production

PRE-COMMIT COMMIT(CI) ACCEPTANCE

Security Smoke Tests: Cloud Secrets Management:
I ZAP Baseline Scan I AWS KMS
I nmap I Azure Key Vault
I ssllabs-scan I Google Cloud KMS
Configuration Safety Checks:  Cloud Security Testing:
I AWS Config I CloudSploit
I AWS Trusted Advisor I Nimbostratus

I Microsoft Azure Advisor

I Security Monkey Server Hardening:

I dev-sec.io

Vo 1 SIMP
Secrets Management:
) g Host Intrusion Detection
I Ansible Vault
system (HIDS):

I Blackbox .

I failzban
I Chef Vault
I Docker Secrets .

I Samhain

I Hashicorp Vault
I Pinterest Knox



SANS DevSecOps Toolchain

PRE-COMMIT

COMMIT(CI)

ACCEPTANCE

PRODUCTION

Operations

Continuous security monitoring, testing, audit, and

compliance checks

Fault Injection:
I Chaos Kong
I Chaos Monkey

Cyber Simulations:
I Game day exercises
I Tabletop scenarios

Penetration Testing:
I Attack-driven defense
I Bug Bounties
I Red team exercises

Threat Intelligence:
I Diamond Model
1 Kill Chain
B STIX
B TAXH

Continuous Scanning:

I OpenSCAP
I OpenVAS
I Prowler

I Scout2

I vuls

Blameless Postmortems:

B Etsy Morgue

Continuous Monitoring:

I grafana

I graphite
I statsd

I seyren

I sof-elk

I ElastAlert
Iam

Cloud Monitoring:
I CloudWatch
I CloudTrail
I Reddalert

Cloud Compliance:
I Cloud Custodian
I Compliance Monkey
I Forseti Security
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PRE-COMMIT COMMIT (CI) ACCEPTANCE PRODUCTION OPERATIONS
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