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조민재 (a.k.a 뽀빠이) 

● 서비스개발보안 및 인프라보안 

● (현) 우아한형제들 정보보안팀 

            (사)화이트해커연합 하루(HARU) 이사 

            보안컨퍼런스 김치콘(kimchicon.org) 운영진 

            차세대 보안리더 양성 프로그램(BoB) 취약성분석 멘토 

● (전) 야후!코리아, NHN, 쿠팡 등 기업체 근무 +19년쯤 경력 

            OWASP Korea 한국지부 이사 (OWASP Top10 2013 번역 / 2017 감수) 

● FreeBSD project, OWASP Zed Attack Proxy project, Tor project 

 



오늘의 이야기 

DevSecOps 



DevSecOps? 



DevOps 

Public Cloud Agile 
Lean 

Scrum 

CI/CD 







• 하루 2번 마이너 배포 일주일에 한 번 메이저 배포 

• 비트토런트 프로토콜 이용하여 전세계 배포 

     - 빌드 15분, 배포 15분 

• IRC에서 응답하지 않는 개발자의 코드는 제외하고 배포 

• 배포 후 외부 SNS를 크롤링해 장애여부 모니터링 

• 배포 후 장애 발생 시 롤백하지 않고 빠르게 재배포 

• 운영 환경과 동일한 환경에서 1,000여 가지 지표 선정 

• 100점 만점에 90점이 넘어야 배포 승인 

• IRC를 통해 상황 공유 

• 배포 시 기존 인스턴스를 놔두고 새로운 인스턴스 배포 



보안 
NOT 





Risk 

Analysis 

Design 

Review 

Code 

Review 

Penetration 

Test 





DevOps Culture Traditional Security Culture 

Team-based decision making  Top-down risk management 

Extended information sharing Need-to-know restrictions 

Fail fast and Fail forward Zero failure 

Limiting Change Ready to say “No!” 

Dev + Ops Separation of Duty 

문화적 충돌 





DevSecOps 
= DevOps + Security 



DevSecOps 
 
그러면 어떻게 하죠? 



DevSecOps : 구축 사례 



DevSecOps 
 
오픈소스를 사용해봅시다! 



SANS DevSecOps Toolchain 
 PRE-COMMIT COMMIT (CI) ACCEPTANCE PRODUCTION OPERATIONS 

https://sans.org/u/zAi


SANS DevSecOps Toolchain 
 COMMIT (CI) ACCEPTANCE PRODUCTION OPERATIONS 



SANS DevSecOps Toolchain 
 PRE-COMMIT 

Threat Modeling 

• OWASP User Security Stories 
• OWASP Application Security Verification Standards 
• Mozilla’s Rapid Risk Assessment(RRA) 
• OWASP Thread Dragon 

스스로 물어야 할 다섯 가지 핵심 질문 

1. 무엇을 보호하고 싶은가? 

2. 누구로부터 보호하고 싶은가? 

3. 그것을 보호할 필요성이 얼마나 있는가? 

4. 실패할 경우 어떠한 나쁜 결과가 초래되는가? 

5. 나쁜 결과들을 막기 위해 얼마나 많은 어려움을 극복할 의향이 있는가? 

https://github.com/OWASP/user-security-stories
https://www.owasp.org/index.php/Category:OWASP_Application_Security_Verification_Standard_Project
https://infosec.mozilla.org/guidelines/risk/rapid_risk_assessment.html
https://www.owasp.org/index.php/OWASP_Threat_Dragon


SANS DevSecOps Toolchain 
 PRE-COMMIT 

IDE Security Plugins 

• FindSecurityBugs plugin : Eclipse, IntelliJ 

    - http://find-sec-bugs.github.io 

• Puma Scan plugin : Visual Studio 

    - http://github.com/pumasecurity/puma-scan 

• Microsoft DevSkim : VSCode, Sublime, Visual Studio 

    - http://github.com/Microsoft/DevSkim 

• SonarLint : Visual Studio, IntelliJ, Eclipse, VSCode, Atom 

    - https://www.sonarlint.org 



SANS DevSecOps Toolchain 
 PRE-COMMIT 

IDE Security Plugins 



SANS DevSecOps Toolchain 
 PRE-COMMIT 

PRE-COMMIT Hooks 

• Local : pre-commit 

• Server-side : pre-commit, post-receive 

• Tools 

    - AWS Labs git-secrets (https://github.com/awslabs/git-secrets) 

    - Talisman (https://github.com/thoughtworks/talisman) 

    - Auth0 repo-supervisor (https://github.com/auth0/repo-supervisor) 



SANS DevSecOps Toolchain 
 ACCEPTANCE PRODUCTION OPERATIONS PRE-COMMIT 



SANS DevSecOps Toolchain 
 COMMIT(CI) 

Static Code Analysis 

• FindSecurityBugs : Java(Spring, Struts) 
    - http://find-sec-bugs.github.io 

• Phan : PHP (with composer) 
    - http://github.com/etsy/phan 

• NodeJsScan : JavaScript 
    - https://github.com/ajinabraham/NodeJsScan 

• Brakeman : Ruby 
    - https://brakemanscanner.org/ 

• Bandit : Python 
    - https://github.com/PyCQA/bandit/ 

• Flawfinder : C/C++ 
    - https://dwheeler.com/flawfinder/ 

• Puma Scan : C# 
    - https://github.com/pumasecurity/puma-scan 

• Gosec : Golang 
    - https://github.com/securego/gosec/ 



SANS DevSecOps Toolchain 
 COMMIT(CI) 

Container Security 

• Docker Benchmark Inspec Profile 

    - https://github.com/dev-sec/cis-docker-benchmark 

• Anchore 

    - https://anchore.com/opensource/ 

• Actuary 

    - https://github.com/diogomonica/actuary 

• Clair 

    - https://github.com/coreos/clair 

• Falco 

    - https://falco.org/ 



SANS DevSecOps Toolchain 
 COMMIT(CI) 

Dependency  
Management 

• OWASP Dependency Check : Java, .NET, Ruby, Python, Node.js 
    - https://www.owasp.org/index.php/OWASP_Dependency_Check 

• PHP Security Checker : PHP 
    - http://github.com/etsy/phan 

• Bundler-Audit : Ruby 
    - https://github.com/rubysec/bundler-audit 

• NPM Audit / Retire.JS : Node.js 
    - https://docs.npmjs.com/cli/audit 
    - https://retirejs.github.io/retire.js/ 



SANS DevSecOps Toolchain 
 PRE-COMMIT COMMIT(CI) PRODUCTION 



SANS DevSecOps Toolchain 
 PRE-COMMIT COMMIT(CI) ACCEPTANCE 
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SANS DevSecOps Toolchain 
 PRE-COMMIT COMMIT (CI) ACCEPTANCE PRODUCTION OPERATIONS 

https://sans.org/u/zAi


DevSecOps! 
감사합니다. 


